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TpaAnUMOHHbIE MeXceTeBble 3KpaHbl 06bIYHO NpeanaratoT AMbo yaob6cTBO,
nnbo 6e30onacHoOCTb.

NGFW pewatoT 3Ty npobnemy.

High Performance

CyberoamOS Scalability

Actionable
Intelligence &
Controls

@ Flexibility

Palo Alto NG FW, Cisco ASA-X, HP TippingPoint NGFW, McAfee NGFW,
CheckPoint, Fortinet FortiGate
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WEB TRAFFIC WEB TRAFFIC
TR > T« U > OIS

USER REQUESTS WEB APPLICATION WEB APPLICATION
WEB APPLICATION FIREWALL SERVER

[Identifies & blocks
malicious traffic
& requests|

Positive Technologies Application Firewall, Imperva Web Application Firewall , F5
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—  After SIC has been initialized, the Security
Management server retrieves status information from

SmartView Monitor each installed Software Blade, using the amon protocol

« « b SmartView Monitor retrieves status informaticn from the
Securnty Management server

- Firewall

. . Firewall = VPN
VPN
Security Manageme
Server
Intemet ]

Firewall
WPM
QoS

Cisco Security Manager, Palo Alto Panorama, CheckPoint Security Management Server
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agMUHUCTpaTopa UB
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CeHcopbl

IPS PS

Palo Alto NG FW, Cisco FirePower, IBM XGS, HP TippingPoint, McAfee Network
Security Platform
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Yynec He 6biBaeT — 0-day yA3BMMOCTb MNO-
npeXXHemy akTya/bHbl

© AO"21BUC-NNIOCY, 2015 elvis.ru



I © AO “21BWC-NIOCY, 2015 elvis.ru



& NORSE

© ATTACK ORIGINS

H# M COUNTRY
29 "W Moldova

65 ™  China

8 == United States

# ™  Russia

—

n % Mil/Gov s <

6 Kl Japan

5 ™  HongKong .

¢ W Saudi Arabia P

4+ B Cyprus o@ >

yp LIPS 4
( !, \
&)
\ )
© LIVE ATTACKS
TYPE

TIMESTAMP ORGANIZATION LOCATION P LOCATION SERVICE PORT
2015-06-18 13:01:14.73 Easy Fondi SIA unknown, Latvia 95.215.47.13 unknown, Mil/Gov rfb 5900
2015-06-18 13:01:15.35 N/A unknown, Mil/Gov 162.244.35.24 unknown, Russia unknown 21320
2015-06-18 13:01:15.84 TOKAI Corporation Numazu, Japan 116:254.66.105 unknown, Mil/Gov unknown 62538
2015-06-18 13:01:16.53 SIA Lattelecom Riga, Latvia 81.198.220.93 unknown, Mil/Gov microsoft-ds 445

2015-06-18 13:01:16.72 Info Data Center Ltd.
2015-06-18 13:01:16.72 Info Data Center Ltd.

unknown, Bulgaria 195.88.74.199

195.88.74.200

LR g I | AL AT

digitalattackmap.com

Qrator Labs,

unknown, Mil/Gov
unknown, Mil/Gov

csd-mgmt-port 3071

unknown, Bulgaria csd-mgmt-port 3071

Arbor Networks,

AO "2NBUC-TUTIOCY, 2015
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© ATTACK TARGETS
# M COUNTRY
i = United States
9 §  Mil/Gov
2 W Russia

r France

» Philippines

Saudi Arabia

- Spain
B Cyprus
™  Bulgaria
& cCanada
. P
[ I T 4
@
& it
® O
© ATTACK TYPES
H# @ strvict PORT
23 @ ssh 2

52 @ microsoft-ds 45
28 @ csd-mgmt-port 3071

2 http 80
1 @ telnet VAl
T ® mysql 3306
1 @ http-alt 8080
0 @ domain 53

00600

map.ipviking.com
Kaspersky DDoS Prevention
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VMware VDI,

KnueHTsl (MK, HoyTOYKK, TOHKKME
KIMUEHTbLI, MODUNBHbIE YCTPOUCTBA)

Bpokep KIMEHTCKNX NOAKNHOYEHNIA

BupTyanbHble MalLWHbI
[ MnepBun3op
dusnyeckme cepsepa

Cuctema xpaHeHus AaHHbIX

Citrix XenDesktop

elvis.ru



LleHTpanu3oBaHHbLIA

_ KQHTPOMb K
- ynpaeneHue
«— | b y \
Tpadmk LlocTyn K cepeepy ynpaeneHus

nocpeacTeom eeb-koHconen

APM a,EIMMHI"I-CTpaT(Jpa

McAfee Web Gateway + McAfee Email Gateway, Cisco Web Security Appliance + Cisco
Email Security Appliance,  Blue Coat Secure Web Gateway, ycTtpoucrsa us NG FW
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KOHTpONb YyCTPOUCTB

Cisco ISE, ForeScout CounterACT
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Sandboxing — He urpywka!

Palo Alto WildFire, McAfee ATD, Trend Micro Deep Discovery, FireEye,
Cisco Advanced Malware Protection
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NetFlow
Export

FlowMon
Collector

LAN/WAN with FlowMon Probes
or NetFlow compatible devices

NetFlow, Lancope StealthWatch
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Network Visibility
Traffic Monitoring

NetworR Security
Anomaly Detection

Troubleshooting
Network Optimization

Alerting, Reporting
Billing & Accounting

elvis.ru



ABCONIOTHOM 3aLLMTbI HE CYLLLeCTBYeT.

Ho Hago cTpemMuTbcA ee co3aaTb.
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