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Accelerating innovation and change
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Coleman Parkes Research
Security awareness is going in the right direction

Security executives are Security intelligence is on
starting to have a seat at the rise
the table However, reactive measures still
However, a majority do not have a dominate resources and budget
security strategy in place
Information risk strategy Reactive vs proactive
80
M Yes 60 M reactive
= No 40 —— W proactive
Planni
ng 20 —
0
Time Budget




Coleman Parkes Research

Innovation and technology challenges

Cloud services
can often be
secure

But awareness of the
buyers is often lacking

Big data is a big
opportunity

Provided the data is
secure while in use, in
transit, at rest

Mobility is difficult
at many levels

But the number of devices,
apps, locations keeps
growing



Traditional approach is obsolete
One-off, bolt-on approach leads to fragmented environment
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HP presents intelligent security
Build it in. Make it intelligent. Protect what matters.

DV ETL G HEEL LR 12 Choice of delivery
*Enterprise perspective models

Experienced people * Products
* Services
* Hybrid

6 © Copyright 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



Market-leading technology

Connecting disciplines, silos, business functions

Pan-
enterprise

Across silos
Across
disciplines

Within a
discipline

Business HP Secure
executives Boardroom

HP Enterprise

Security office View

Application

) HP DV Labs
security

Static application
testing

HP Fortify

Technology
executives

IT operations

Network security

Dynamic
application testing

@



An extended enterprise perspective

Connecting the elements through a unifying platform

Regulators
Vendors

Enterprise

@



deliv

Universal
Log
Management

\NV,
-

Advanced
Persistent
Threat
Remediation

Compliance &
Risk
Management

Traditional &
Mobile
Application
Security

Perimeter, Data
Center &
Network
Security

Data Privacy &
Data Loss
Prevention

HP Enterprise security solutions
d globally

Insider
Threat
Mitigation

Application &
Transaction
Monitoring



HP Enterprise Security

1,400 security professionals from ArcSight, Fortify and TippingPoint teams

1,500 security professionals in HP Enterprise Security Services

“Top five security company by market share (leader in SIEM, Log Mgt, AppSec, Network

Securit
Magic Quadrant for Network

Intrusion Prevention Systems
December 2010.
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HP Enterprise Security

Market leading One Team, One Vision
products and DV
services TippingPoint
* Security Information and Event
Management ATALLA
- Log Management ArCSIgh@(_
* Application Security VISTORM'
* Network Security
* Data Protection =t

Threat Research

cure. protect. inspect.

Security Services



New Intelligence Products
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HP EnterpriseView:
see everything and p

rioritize response
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EnterpriseView

* Module-Based Platform
- Risk

- Assets

- Policy

- Vulnerability

* Actionable risk management
* Aligned with business context

- Synchronizes with uCMDB

* Real time threat data

- ArcSight ESM
- Scanners using ArcSight connectors
- Weblnspect

* Automated Audit
-HP BSA
- UCF - audit once comply many

* Robust reporting engine - SAP

BO

Asset Summary

Overall asset score
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HP TippingPoint NX Platform Next
Generation IPS

Problem it solves
Organizations are constantly under attack.
Sensitive information is accessed and pulled
out of an organization through network
connections

Performance and configuration become
bottlenecks in the enterprises’ effort to
detect and protect their organization
Features

Based on X-Armour, HP’s new break-through architecture

First in market to support 16 segments of 10GbE in a 2U form factor
. o Customer Benefits

A 60% performance increase from prior versions with 13Gbps

inspected throughput in the 7100NX Protect hybrid environments from a single console

* Reduces rack space requirements significantly

Offers pluggable interface modules for easier customization . . ?
* Built to perform in the most demanding data centers

The four available interface modules are: 10GbE with 8 ports (4 with
segments), 40GbE with 2 ports, 1GbE fiber with 12 ports, 1Gbe . . . . .
copper with 12 port * Updated with weekly intelligence from industry leading

global researchers
* This configuration makes the HP NGIPS the best
solution for current and next generation data centers

where 10GbE networks are typically deployed @



HP ArcSight ESM 6.0c with CORR Engin

CORR Engine Performance (ESM)

Oracle V3 va

20 20

Features

The first ArcSight SIEM software product to use the
HP CORR (Correlation Optimized Retention and
Retrieval) engine

Compared with advanced RDBMS versions, ESM
6.0c offers 300%-500% faster correlation

CORR engine provides highly efficient data
storage-- up to 20 times less storage--for all SIEM
use cases

HP ArcSight CORR technology can now be
deployed as an appliance and as a software

Problem it solves

The large amount of security event data makes
it extremely difficult to extract relevant, timely,
and actionable information without the ability to
quickly analyze

Detecting and preventing both internal and
external information security risks without the
help of advanced log analysis, correlation and
reporting is ineffective

Customer Benefits

Reduces threat and risk impacting the
enterprise network

Reduced cost of security via faster
collection/correlation, simplified analysis and
more efficient storage

Lower cost of compliance via automated
regulatory reporting and continuous controls

monitoring w
/



HP Introduces Information Security Pul

Problem it solves
Many enterprise organizations do not have
visibility into cyber threats and attacks

Many enterprise organizations do not realize the
extent to which their information may be
exposed to exploits, if they are not using HP IPS
solutions

Customer Benefits
Provides customers with free access to HP

Features
Free access to trending threat and attack data from HP DVLabs Dvlabs proprietary cyber threat data
Provides geographic-based situational awareness information Helps people in security and non-security roles

. . to see and understand the threats and attack
Provides customizable news feed feature . .

trends that may affect their enterprise

Available for iPad, iPhone, Android, WebOS and web .

Helps educate customers about cyber security

situational awareness



EQRTIFY

An HP Compan
HP Fortify Software Secur

Assurance

TEXHOJI0MVIMN 1 YCJTYTY, HarMpaBJ/ieHHbIE Ha YrpaBJIEHME,
OLIEHKY 1 06paboTKy prickoB rpu paspabdboTke MO

© Copyright 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



C yuem 60pemcs

v Me>XCauTOBbIA CKPUNTUHTI - BbISIBJIEHO B NPUJIOXKEHUWN 3/IEKTPOHHON
KoOMMepUnn. YA3BMMOCTb Mora ObiTb NCMNOJIb30BaHa 419 Kpa)kKn OaHHbIX
NOJIb30BaTENIbCKOW CECCUN U MNOJTyHEHUS O0CTYMa K YY4ETHbIM 3arnuncam.

v BHegpeHue SQL kopa - 3/10yMbILLINEHHNK NUMET BO3MOXXHOCTb KpaXku
NONHOro coaep>Xmmoro 6a3bl AaHHbIX, coAep>Xallen faHHble KJIMEHTOB U
yYeTHbIe 3arnuncu.

v PackpbiTue KoHcMaeHUManbHbIX gaHHbIX: MHHOPMALNS O OaHHbIX
KpeaOuTHbIX KapT, AeTanax 6aHKOBCKMX CHETOB nonafgaJsia B )XypHan cobbiTnin
MNPUNOXKEHNS.

v HepoctaTtouHana ayTeHTU(UKaLUA BO BHYTPEHHNX KOPNOPATUBHbIX
MPUNOXKEHNAX KOMNaHUW. HanpuMmep, Nnpuio>xxXeHne g reHepaunm oT4eToB
NO3BOJIANI0 MEHATL Napoan nosib3oBaTtenen 6e3 ayTeHTudnuKaunum, Tem
CaMbIM MO3BOJIAA 3/10YMbILUNIEHHNKY CMEHUTb Naposb atoboro nonwosam@
BKJ1lOYaaA aAMUHNUCTpaTOopPa.



OeweBsne n achchekTmeHee — AeMCTBOBAaTh NPOAKTUBHO

30X

Ob6e3onacuTsb MO B 3kcnayaTayum B 30
pa3 OOPOXKe YeM Ha 3Tane pa3paboTku

15X

10X

5X

2X

TpetoBaHWA KogupoBEaHWe WHTerpauWoHHoe TecTHpOoBaHWe 3KCNnyaTauWA
TeCTHPpOBaHKWe CHCTEMEI

Source: NIST



HP Fortify - pewweHue B nobbix
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v idaanmMposaHm Paspabotka : YkcnnyaTaum :

4N EEEEER

Paspaborumk HP Fortify SCA

QA TecTep PTA QAlnspect

HP Fortify l HP

HP Fortify on Demand HP WeblInspect/ AMP l

Jkcnnyarauumsa HP Fortify RTA

HP Fortify 360 Server

HP Fortify Collaboration
All Users

HP Fortify SSA Governance

HP Fortify Secure Coding RulePacks/ SecurceBase

&9
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HP Fortify Static Code Analyzer

BbisiBNEeHME YA3BMMOCTEN B UCXOOHOM KoAe

A0 i1
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oo L HP Fortify SCA no3sonset obHapyTb NCTOYHNK YS3BUMOCTEN
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HP Fortify Real-Time Analyzer

3allUMTa Pa3BEePHYTLIX MPUIOXEHUN B PEXIME PeasibHOM BpeMeHU

S —— — | Y BOK/POBaHYe aTaK B Pa3BePHYTLIX

Executive Overview  2009-07-10 ~2008-07-16 Sk}

e | TpUNoXxeHnsx ois MMHMMm3aummn puckos b
. i v'HemepneHHoe peLleHve ans obecneyeHns
RE COOTBETCTBUSA TPebOBaHNAM CTaHOAPTOB U
PErynaTopoB
v'ObecnevyeHne 3alLmMTbl 10 YCTPaHEHS
YA3BMMOCTEN B MPUIONEHUAX.

What is being attacked?

HP Fortify RTA paboTtaeT BHyTpn pa3sepHyTbiX Java 1 .NET npunoxeHunin onsa MOHUTOPUHIa U
3alLKMThl X OT aTak. OH aBTOMaTU4YeCKMN onpepenseT Kaxxnoe kputnyeckoe APl BHyTpu
MPUIOXKEHUA N MOHUTOPUT ero. 3TO MNO3BOJIAET NOHATb CyLWeCTBYOLWMe YA3BUMOCTU U
oTBeYaTb Ha aTaKW pa3HbIMM cnocobamun: 6/10KMPOBaAHUEM MOJIb30BATENSA, yBEeAOMJIEHNE
aAMUHNCTpaTOpa, 3ahep>XKa MoJsib30BaTes/IbCKOro 3arnpoca Ha KOMMYTUpPYOLLEM

obopynoBaHun n np. QD
: /
HononHurensHo, HP. Fortify RTA no3sonseT ObICTPO yCTaHOBUTL onpeaeseHHbIe npaswuia B tobble
NPUWIOXEHNSA )15 MPOTUBOAENCTBMSA OOMaHy 1 MPOYMM YIpo3aM.



HP Weblnspect

EbICTpoe 06Hapyer|/|e y$=|3BV|MOCTe|/| B web-npunoxeHnax n cepsmcax
e e BbiCTpoe 0bHapy»eHme yAa3BMMOCTEN

* MpoBepKa 6OJbLLEID KOJIMYECTBa NPWIOXEHWA 33
MeHbLLee BpeMs

[MpenocTaBsieHne Hy»¥HoW MHpopMaLn
* DOKYC Ha BaxHbIX acrnekTax
PacLumpeHme ncrosib3yeMbliX TEXHOIOMIN

* TeCTNpPOBaHME HOBbIX TEXHOIOMN Ha HOBbIE
YA3SBMMOCTIA

* J avaScript, Ajax, Flash, Oracle ADF

* noogepxxa HP Web Security Research Group
AP eKTmMBHOE YCTpaHEHME YA3BUMOCTEN
*pacLLUMPEHHOE OMnMMcaHne, NPUMepPb! Koda U

KOHTEHTAa @

teececceeecee




HP Fortify Governance

3 dhekTmBHOE yrpaBieHne nporpammon besoracHoct MO

Summary

S S HP Fortify Governance - cpeacTtso yrnpas/ieHus
o aKTVBaMW, OESATESIbHOCTBIO U pe3y/isTaTaMu B MPOeKTax
el A = | 10 0BecriedeHmio BesonacHocT MO.

Lines of Code: 4,524
Number of Files: 98

3.2: Do not store sensitive authentication data after authorization Not In Place

3 1
3.4; Render PAN, at minimum, unreadable anywhere it is stored. 2 Not In Place B 03 M OM'IOC I I/ I :
3.6: Fully document and implement all key-management processes and 0 .
-
¢ wees | e OITTAMU3ALINS UIHBECTUILIAIA B MPOMPaMMy yrpaB/ieHUs
“6.5: Develop all web applications based on secure coding guidelines such as

procedures for cryptographic keys used for encryption of cardholder data.
the Open Web Application Sect tyF lme e 39 Not In Place

.
2 NotnPise 6e30MacHOCTLIO;
8.5: Ensure proper user authentication and password management for non-

consumer users and adr on all systern p 1 Not In Place

10.2: Implement automated audit trails for all system components 0 In Place b mOKyCVIpOBKa KOMaHD'bI Ha VIHHOBaLlVIﬂX VI Cﬂ'a"le

4.2: Never send unencrypted PANS by end-user messaging technologies.

8.4: Render all = word unreadable during transmission and storage on all
system components using strong cryptography.

FORTIFY

MPOEKTa B CPOK BMECTO «YyrpaB/ieHNs1» 6€30MacHOCTbLIO;

* MOAAEPXKA NHBEHTAPU3aLMA MPUIOXNEHWNA
MOCPeACTBOM LIEHTPaJIN30BAHHOIO MeHeIepa PUICKOB;

* aBTOMaTV3auma OeaTesIbHOCTU MO CH/XEHMIO PUCKOB,
OCHOBaHHaA Ha npoduie pUCKa.
b




HP Information
Security Pulse

Mobile Security App

© Copyright 2012 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



HP Introduces Information Security

PULSE

7z

PULSE

INFORMATION SECURITY 4

The new HP mobile app desighed to
bring visibility and awareness to cyber
threats and attacks worldwide.

Built with HP Proprietary data from HP’s
DV Labs (through Tipping Point), this
app can help enterprises realize the
extent to which their information may
be exposed to exploits, if they are not
using HP IPS solutions



Customer Benefits

Provides customers with free access to HP Dvlabs
proprietary cyber threat data

Helps people in security and non-security roles to
see and understand the threats and attack trends
that may affect their enterprise

Helps educate customers about cyber security
situational awareness



App Development

Content
 Data retrieved on a daily basis from HP DV Labs Threatlinqg
* Newsfeeds aggregated daily, ability to add personal news feeds

App interface
* Developed and managed by NextView (HP approved vendor)
* Support request emails go to NextView for app issues

Availability

* iPad - now in iTunes store

iPhone - in production - target August 31

webOS device (HP Touchpad) - now in webOS App store
Android device - in production - target August 31

Web browser - now at www.hpinfosecpulse.com



http://www.hpinfosecpulse.com/

HP Information Security Pulse

7z

Information Security

PULSE

Home page




HP Information Security Pulse
Worldwide Top Attacks

P IFORMATONSECURTY
PULSE

Top attacks by region/country of orgin




HP Information Security Pulse
Top trendlng threats Nmap scanner: NULL OS Fingerprinting Probe

May-28 May-29

View attack details

MAX HITS: 1882
Percent Increase: %

MAX HITS: 256
Percent Increase: %

May 20-30, 2012

sampescensretsiours [ .. O
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